OSNOVNA ANALIZA MREZNOG PROMETA
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PRIPREMA ZA VJEZBU

1. Sto je i €emu sluZi protokol ARP?

Addressing Resolution Protocol je protokol koji mapira odgovarajuce IP adrese s MAC adresom
na lokalnim mrezama.

2. Sto je i éemu sluZi protokol ICMP?

Internet Control Message Protocol je protokol za slanje dijagnostickih kontrolnih poruka izmedu
uredaja u mrezi.

3. Sto zna$ o naredbi ping?

Naredba ping koristi se za provjeru mrezne povezanosti izmedu dva uredaja. Rezultat pinga
uklju€uje broj poslanih i primljenih paketa, vrijeme odziva i postotak izgubljenih paketa.

IZVODENJE VJEZBE

1. Povezati dva susjedna ra¢unala odgovarajuéim kabelom te uspostaviti P2P spoj.

Jesmo.



Konfigurirati rafunala za rad u mreii, pri ¢emu koristiti adresnu shemu prema tablici:

Oznaka na shemi PC1 PC2
Maziv radne stanice W5x WSy
IP adresa 192.168.10.2 192.168.10.3
Subnet maska 255.255.255.0 255.255.255.0
Default Gateway 192.168.10.1 192.168.10.1
Internet Protocol Version 4 (TCP/1Pvd) Properties )4
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your netwark administrator
for the appropriate IF settings.

() Obtain an IP address automatically
(@) Usze the following IF address:

IP address: | 192.168. 10 . 3 |
Subnet mask: | 255 .255.255. 0 |
Default gateway: | 192.168. 10 . 1 |

Obtain DMS server address automatically

(@) Usze the following DNS server addresses:

Preferred DS server: | . . . |

Alternate DMNS server: | . . . |

[] validate settings upon exit Advanced. ..

Concel




3. Pokrenuti program Wireshark. Pricekati da se prikaZe prvih dvadesetak redaka, a onda zaustaviti
hvatanje (Capture — Stop).

a) Koliko je to¢no okvira Wireshark ,uhvatio”?

ot

- a x

File Edit View Go Captue Anshyze Statistics Telephony Wirdless Tools Halp
Amce IBRBacs==FTiE/Eaaan
0 - =KL
No.  Time Source Destination Protocol Lengt Info

10.800008  MicroStarINT_c7:52:i. Brosdeast anp 42 Uho has 192.168.18.17 Tell 182.165.18.5

28.656747  MicroStarINT_c7:52:. Broadcast awp 8 Uha has 192.168.18.17 Tell 192.168.18.2

31637489 MicroStarINT_c7:52:. Brosdcast e 68 Who has 192.168.18.17 Tell 192,

4 1869352 Broadeast wp 42 Who has 192.168.10.17 Tell 192.168.10.3

5 2.406886 Brosdeast anp 42 uho has 192.168.18.17 Tell 192.165.18.3

& 2.638338 Broadeast awp 8 Uha has 192.168.18.17 Tell 192.168.18.2

7 3502639 Brosdeest e 42 Who has 192.168.16.17 Tell 192.168.18.3

5 3.679058 .. Broadcast ap 68 Who has 192.168.10.17 Tell 192.168.18.2

3 4.841753 Brosdeast anp 60 uho has 192.168.18.17 Tell 192.165.18.2

18 5.228524 Broadcast awp 42 Wha has 192.168.18.17 Tell 192.168.18.5

115.636276  MicroStarINT_c7:52:. Brosdcest e 68 Who has 192.168.18.17 Tell 192.168.18.2

125.993681  MicrostarINT_c7:52:. Broadcast ap 42 who has 192.168.10.17 Tell 192.168.10.3

137.802616  MicroStarINT_c7:52:. Brosdeest anp 42 ho has 192.168.18.17 Tell 192.165.18.5

147.693813  MicroStarINT_c7:52:.. Broadcast anp 8 Uha has 192.168.18.17 Tell 192.168.18.2

158.634788  MicroStarINT_c7:52:.. Brosdcest e 68 Who has 192.168.16.17 Tell 192.168.18.2

16 9.641724  MicrostarInT_c7:52:. Broadcast e 68 Who has 192.168.16.17 Tell 192.168.10.2

17 10.530843 Brosdeast anp 50 Uho has 192.168.18.17 Tell 192.165.18.2

18 11543385 Broadcast anp 8 Uho has 192.168.18.17 Tell 192.168.18.2

18 15.599778 Brosdesst e 68 Who has 192.168.16.17 Tell 192.168.18.2

28 15.988227 Broadcast awp 42 Wha has 192.168.18.17 Tell 192.168.18.5

21 16.505164 Brosdesst ap 42 Who has 192.168.16.17 Tell 192.168.18.3

22 16638755 sroadeast ap 68 Uho has 192.168.16.17 Tell 192.168.10.2

23 17.499649 anp 42 Uho has 192.168.18.17 Tell 192.155.18.5

24 17.533355 P 58 lha has 192.168.18.17 Tell 192.168.18.2

25 24268811 DHCPG 157 Solicit XID: @x2fdscf CID: 00010012443415600c296b61eh

26 24.454995 DHCPYS 157 Solicit XID: OxG6453F CID: OUOLB00120444T5T0RRCIIGbE1ED

27 25. 205583 DACPYS 157 Solicit XID: Gx2fdact CID: GBOLBO1Z44441SFEA0C296b81eD

28 25.452958
29 27.277555

DHCPVE 157 Solicit XID: GxSE4537 CID: BR91BGA12M44415T0A0C296bE1eb
DHCPVE 157 Solicit XID: @x2fdact CID: @9€100912d404f5feR0c296b61eb

30 78.141458 s 69 Who has 192.168.10.1? Tell 192.168.10.2
3120132214 MicroStarTNT c7:52 anp 68 Who has 192.168.18.17 Tell 192.168.18.2
32 29.457189 o DHCPVE 157 Solicit XID: GxS64537 CID: BR91BGA12044415T0A0C296b61eb
33 30.132435 x s 60 Who has 192.168.1.17 Tell 192.168.10.2
34 31.289084  fes0::194:1929:0729- Ffez::l: DHCPve 157 Solicit XID: @xzféact CID: @Pe100R1zdessfsTeancaIsbeleh
3533.292253  fed0::194:1928:e729. $FB2::1s DHCPVE 157 Solicit XID: @x2fdact CID: 0BG100012d44415F600c296b61eh
36 40.345297  MicroStarINT_c7:52:. Breadcast ap 63 kho has 192.168.18.17 Tell 192.168.18.2
7 MicrostarINT_c7:52 s 42 who has 192.168.19.17 Tell 192.168.10.3

| : s 60 who has 292.168.10.17 Tell 192.168.10.2

Frame 38: 60 bytes on wire (480 bits), 60 bytes captured (430 bits) on interface \Device\NPF_{B43CEBAT-AGS7-4E15-BID-1920COAGECFL}, id @ - #F FF FF F FF §F 04 7c 16 c7 52 97 08 06 00 (2

Ethernet II, Src: MicroStarINT_c7:52:97 (@4:7¢:16:¢7:52:97), Dst: Broadcast (ff:ff:ff.ff:ff:ff)
@ 7 wirchark Bnemet 2QVEHVZ peapng

Packets: 38 . Dropped: 0 (10%) Profile: Defsult

Uhvatio je 38 frameova.

b) Koje su oznake protokola na tim okvirima?

DHCP i ARP.

c) Koristeci dostupne informacije sa predavanja/Interneta opisi kratko funkcije tih protokola.
DHCP: automatski dodjeljuje IP adrese racunalima.

ARP: Addressing Resolution Protocol je protokol koji mapira odgovarajuce IP adrese s MAC adresom na
lokalnim mreZzama.



d) Analiziraj okvir koji u sebi nosi:
ARP paket (protokol) request te ispisi:
PolaziSnu MAC adresu: 03:7¢:16:¢c7:52:97
Odredisnu MAC adresu: 00:00:00:00:00:00
Polazisnu IP adresu: 192.168.10.3

Odredisnu IP adresu: 192.168.10.1

" Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (@xB580)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: MicroStarINT _c7:52:d7 (@4:7c:16:c7:52:d7)
Sender IP address: 192.168.18.3
Target MAC address: B9:808:00 _88:00:808 (DB:00:02:080:00:88)
Target IP address: 192.168.18.1

ARP paket (protokol) — reply te ispisi:

- polaziSnu MAC adresu: 04:7c:16:¢c7:52:d7

- odrediSnu MAC adresu: 04:7c:16:¢c7:52:97

- Kolika je veli¢ina svake od ovih adresa? 6 bajta(48 bita)
- polazi$nu IP adresu: 192.168.10.3

- odredisnu IP adresu: 192.168.10.2

Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: IPwd (@xBE88)
Hardware size: 6
Protocol size: 4
Opcode: reply (2)
Sender MAC address: MicroStarINT_c7:52:d7 (B4:7c:16:c7:52:d7)
Sender IP address: 192.168.18.3
Target MAC address: MicroStarINT_c7:52:97 (B4:7c:16:c7:52:97)
Target IP address: 192.168.18.2



e) Kako glasi odredisna MAC adresa prvog Ethernet okvira kod ARP protokola i zasto?

ff.ff.ff.ff.ff.ff zato Sto se prvo treba poslati boradcast poruka da bi se povezale IP i MAC adrese.

4. U istom spoju racunala pomoéu Wiresharka analiziraj ICMP promet koristenjem naredbe ping
sa jednog rac¢unala na drugo.

a) Koliko je ICMP echo i reply paketa? 8

14 15.268483 192.168.10.3 192.168.10.2 ICHP 74 Echo (ping) request 1id=0x0001, seq=0/2384, ttl=128 (reply in 15)
15 15.260843 192.168.10.2 192.168.10.3 ICHP 74 Echo (ping) reply  id=ex@@el, seq=9/2384, ttl=128 (request in 14)
16 16.265566 192.168.18.3 192.168.18.2 TCMP 74 Echo (ping) request id=@x@@@1, seq=18/2568, ttl=128 (reply in 17)
17 16.266187 192.168.10.2 192.168.10.3 ICHP 74 Echo (ping) reply  1d=0x0001, seq=18/2568, ttl=128 (request in 16)
18 17.291053 192.168.18.3 192.168.10.2 ICHP 74 Echo (ping) request id-6x0001, seq-11/2816, tt1-128 (reply in 19)
19 17.291597 192.168.18.2 192.168.18.3 TCMP 74 Echo (ping) reply  id=ex@@@1, seq=11/2816, ttl=128 (request in 18)
20 18.310248 192.168.10.3 192.168.10.2 ICHP 74 Echo (ping) request 1id=0x0001, seq=12/3872, ttl=128 (reply in 21)
21 18.310742 192.168.18.2 192.168.10.3 Tcmp 74 Echo (ping) reply  id-0x@081, seq-12/3872, ttl-128 (request in 28)

b) Koji protokol pokrece naredba ping?

ICMP.

c) Sastavni dio kojeg protokola je ICMP protokol?
IP protokola.

d) U koji okvir je enkapsuliran IP paket?

U ethernet okvir.

Izaberi jedan redak koji se odnosi na protokol ICMP, ispisi njegov sadrzaj te odgovori na slijedeca
pitanja:

e) Koja je polazisna IP adresa?

192.168.10.3

f) Koja je odredisna IP adresa?

192.168.10.2

g) Koja je MAC adresa polazisnog uredaja?

04:7c:16:¢7:52:d7



h) Koja je MAC adresa odredisnog uredaja?

04:7c¢:16:¢c7:52:97

i) Koja je oznaka vrste podataka u Ethernet okviru?

IPv4.

j) Koja je veli¢ina IP adrese, a koja MAC adrese u okvirima/paketima?
IP: 4 bajta.

MAC: 6 bajta.

k) Koja je veli¢ina IP paketa kod ICMP protokola?

60 bitova.

1) Koja je velic¢ina podataka u IP paketu kod ICMP protokola?

40 bitova.

m) Postavi filter da se prati samo ICMP protokol.

nces...| Label: Filter
Comment
Mo, Time source Destination Protocol Lengtl Info
2118318742 192.168.18.2 192.168.30.3 e i ide , 529=12/3471, £t1=128 (req
2018310248 192.168.10.3 192.168.10.2 o
1917291597 192.168.18.2 192.168.10.3 cHe
18 17.291053  192.168.18.3 192.165.18.2 o
17 16.266187  192.168.18.2 192.168.10.3 o
16 16.265566  192.168.10.3 192.168.10.2 o
1515266843  192.165.18.2 192,168.10.3 cHe
14 15.260683  192.168.18.3 152.165.10.2 e

n) Koliko je ICMP echo i reply paketa?

8.

o) Koji protokol pokreée naredba ping?

ICMP.

p) Sastavni dio kojeg protokola je protokol ICMP?
IP protokola.

q) U koji okvir je enkapsuliran IP paket?

Ethernet frame.



[ L |

v Internet Protocol Version 4, Src: 192.168.18.3, Dst: 192.168.16.2
elee .... = Version: 4
@181 = Header Length: 28 bytes (5)
Differentiated Services Field: @x@@ (DSCP: CS8, ECN: Not-ECT)
Total Length: 68
Identification: @xcbed (51981)
@ee. .... = Flags: @x@
...0 2000 0000 DBEG = Fragment Offset: @
Time to Live: 128
Protocol: ICMP (1)
Header Checksum: @xdaSd [wvalidation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1@8.3
Destination Address: 192.168.18.2

Ethernet II, Src: MicroStarINT_c7:52:d7 (@4:7c:16:c7:52:d7), Dst: MicroStarINT_c7:52:97 (84:7c:16:c7:52:97)
v Destination: MicroStarINT_c7:52:97 (@4:7c:16:C7:52:97)

coB. .. s weew w... = LG bit: Globally unique address (factory default)
....... B vuie wuves swes waw. = IG bit: Individual address (unicast)
v Source: MicroStarINT_c7:52:d7 (84:7c:16:c7:52:d7)
veB. tiie view wwew w... = LG bit: Globally unique address (factory default)
....... B iivs wies swew waa. = 16 bit: Individual address (unicast)

Type: IPv4 (BxB388)
[Stream index: 2]

5. Racunala ponovno spojiti u Skolsku mrezu i provjeriti mrezne postavke. Ucitati tri web stranice
po Zelji i pratiti promet na vezi pomocu alata Wireshark.

Jesmo.



